Multi-architecture Value Analysis
for Machine Code

H. Cassé, IRIT, université de Toulouse
WCET, June, 9th 2013, Paris

W-SEPT

WCET: SEmantics, Precision and
Traceability

eeeeeeee




Introduction

« computing WCET by static analysis
- survey the behaviour in the hardware
- handle the program in machine code
 value analysis
— provide an expression
— for each register / memory cell of the state
- at each point of the program
 more and more required
- resolve complex control flow, loop bound determination
- data cache analysis
- infeasible path analysis
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Abstract Interpretation (Al)

. Iooll<||ng f(-);a prog!am prt(:]perty z .: > ® “.
- all possible execution paths
i | B P ® ® abstraction '

- for any initial states i

- not tractable in practice
 abstract interpretation

— domain: concrete - abstract
- designed for the looked property

— faster to compute
- abstraction of the interpreter i concretisation i
e successful for high level D o ©
languages . (J
static abstract
analysis interpretation
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Al applied to Control Flow Graph
s =0;

I =0; |
while(i < 10) { CC -

> . A 4
s =s + {[i]; (" BB 1(10000ea0) )
=1+ 1, main:
} 10000eal stwu rl,-16(rl1)
10000ea4d4 addi r10,r0,10

10000ea8 mtspr ctr,rl0
10000eac addis r9,r0. 4106
10000eb0 addi r3,r0,0
10000eb4 addi r9,r9,28368
10000eb8 or r0,r0,0

Initial \_10000ebc ori r0,r0,0 )

VBB, ECFG, s, « L l

( BB 2 (10000ec0)
10000ecd Iwzu r10,4(r9) taken
. 10000ecd add r3,r3,r10
|terat|on 10000ec8 bec 16,0,-2 # 10000ecO

VBB. € CFG : l
S update(BBi, (" BB 3(10000ecc) )

jOiI’I({SJ / (BBJ' BBI) E CFG})) L]-UUUUEEE addi rl,r1,1EJ

10000ed0 bclr 20,0

ino more change retumn

EXIT 5



Al on Machine Code

e complexity

- Al costly: fixpoint reaching of loops at level n
- 2n Interpretations

— program in machine code : x100,000 instructions
- need to be fast and concise

e |ots of instruction sets

- PowerPC, ARM, TriCore, Sparc, etc

- requirement for a language

« independent of the hardware
 ability to express any instruction set
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Semantics W

Language B
set(r3, 0)

seti(r9, Ox6EDO)

inspired by RISC

» one function / instruction ¥
- add, sub, shl, shr, asr, set load(r10, r9, int32)
mll . seti(t1, 4)
- minimal number of abstract functions add(r9, r9, t1)
« simple operands: 3-operands add(r3,r3, r10) \
| : . seti(t1, 1)
register r;, ctr sub(ctr, ctr, t1)
- temporaries t, seti(t1, 0) j
T : . cmp(t1, ctr, t1)
 specialized instructions if(NE, ctr, 2)
seti(t1, 0x10000ECO)
- memory access: load / store branch(t1)
- immediate values: seti ‘
e compact representation branch(Ir)
— constants to identify registers l

- only 8 bytes (for 32-bits machine) exit



Conditional
Instructions

branch(r) =
modification au PC

cont - stop

cmp(ry, 1y, r2)
generation of condition

If(r, ¢, n)

- if cin ris false,
skip n instructions
- n positive
- no loop, no fixpoint

seti(t1, 1)
sub(ctr, ctr, t1)
seti(t1, 0)
cmp(t1, ctr, t1)
if(NE, ctr, 2)

NE/

seti(t1, 0Ox10000ECO) “NE

branch(t1)
end

update(l, s)
B = semantics instructions(l)
we {(0,5)}
Sresult i J‘
while w do

(i, S)i:W < W

i—f I = |B| thﬂ Sresult (_ JlOin(Sresult’ Si)

else w « w u update(BIi], s

update(add(r,, r;, r,), s) =
(i+ 1, s[rd - add(s[rl], s[r2]))



Support of any Instruction Set

semantics of Imw in instruction set

e cannot Support any op Imw(r: uint(5), a: uint(5), d: int(16))

ea<— R[a]+d

Instruction fori=r to 31 do
. . . R[i] < M_,[ea]

- using T, “any value ea—ea+4

- scratch(r)

, . Imw r29, r1, 0 (at analysis time)
e Instantiation of seti(t,, 0)

: : add(t,, r,, t,)

Instructions sefi(t. 4

b pa rametrlc |n |Oad(l’29, t, uint32)

add(t,, t,, t)

17 *1?

Instruction set joad(r,,, t, uint32)

- fixed in the code at the add(t,, t,, t,)

analysis time load(ry,, t,, uint32)
add(t,, t,, t,)

17 ™1
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entry

Circular-Linear i
seti(r10, 10)

Progression Analysis ..o

D = {(b, 6,n) /b, 6,n e Z°} o
={(b,6,n)/b,6,n€e |
©deD->d={b+k6/0=<ks=n} Set'<f9,$x6ED0)
S =Reg uAddr-D load(r10, r9, int32)
seti(t1, 4)
update(add(r, r,, r,), s) = eSS ‘
let (bl’ 51’ nl) - 5[r1] in add(r3,r3, r10)
— i seti(t1, 1)
let (b, 0, ;) S[rz] d sub(ctr, ctr, t1)
let 6 = gcd(6,, 6,) in seti(t1, 0) j
letb=>b,+0b, in %ERIpE(ﬂ ,tctg)ﬂ)
. I , CII,
letn =m0,/ 6+ m,0,/0)In seti(t1, 0x10000ECO)
slr, - (b, 6, n)] branch(t1)
- (0, 1, 232-1) - ﬂ
M0 aC - branch(ir)
r,- (0, 1, 23%-1) .~
ctr - (9, -1, 232-1) l

r, - (OX6EDA4, 4, 2%/4) exit



Filtering /
Narrowing
o ctr- (9, -1, 232-]1)

valid, safe
overestimated

» filter by condition

predicate associated

with paths

taken paths, not-taken

path

backward:
condition = data

build all paths by
simple depth-first
traversal of block

seti(t1, 1)
sub(ctr, ctr, t1)
seti(t1, 0)
cmp(t1, ctr, t1)
if(NE, ctr, 2)

NE/

seti(t1, 0Ox10000ECO)

\

branch(t1)

left path

{taken Actr-1= 0}
seti(t,, 1)

{ taken A ctr-t, #0}
sub(ctr, ctr, t,)

{ taken A ctr = 0}
seti(tl, 0)

{ taken A ctr=t) }
cmp(t,, ctr, t1)

{ taken A\ sr.1 #sr.2) }
if(NE, sr, 2)

{ taken }
seti(t,, 0x10000ECO)

{ taken }
branch(tl)

“NE

v

end

ctr — (9, -1, 2%2-1)

ctr # 1

ctr — (9, -1, 8)
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Aliasing problem

e generated code

variable: often stored
INn memory

register: temporary
container of a
variable

condition on reqister

how to alias with
memory?

lwz ry, 28(r,,)
cmpwi  C, 1y, 9
ble c,.L3

{taken Ar, <9 AM(r,, +28) <9}
seti(t1, 28)

{taken Ar,=9AM(r, +t) <9}
add(t1, r,,, t,)

{taken Ar, =9 AM(t) =9}
load(r,, t,, int32)

{taken Ar, =9}
seti(t,, 9)

{taken Ar, =<t }
cmp(c,, ry, t,)

{taken Ac,.1=c.2}
if(LE, c, 1)

{ taken }
branch(.L3)
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Conclusion

e speed (PowerPC)

- 242,594 machine instructions / s
 efficiency

— address calculation: 74% of non-T

- value filtering: 68% of non-T
 future works

— Introduce new operations (multiplication, float
calculation for conditions)

- supports new instructions set
(at work: ARM, TriCore, Sparc)
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Any Question ?
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